Process Flow for handling JAVA Appalet Security Exception Error

Application Error:

Since java has updated its security feature, if you are using Java 7 update 51 and above, you will get
Application Error (security exception) while registering your digital signature, claim attestation and
claim verification. Therefore, it is suggested you to use lower version of java (Java 7 update 45 or less).
But if you have already updated java to higher version, please follow the solution given below:

Application Error [$_<|

SecurityException o

Missing required Permissions manifest attribuke in main jar:
https: f femployverclaims, epfoservices,infDigikalSigner applet, jar

[ Detais |[ Ignore ][ Reload

Solution:

Go to the Control Panel = Java
Click on the Security tab
Click on the Edit Site List button.

Java Control Panel

General | Update | Java || Security || adwvanced

Enable Java content in the brawser
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Jawva applications identified by a certificate From a trusked authority will be allowed ko run.

Exception Sike Lisk

Applications launched From the sites lisked below will be allovsed ko run after the appropriate
securiky prompks.

Click Edit Site List...
to add items ko this lisk. [

Edit Site List. .. |

[ Restore Securiky Prompks ] [ Manage Certificates. .. ]

[ Ik ] [ Cancel ]




e Click the Add the following three URLSs here :

https://employerclaims.epfoservices.in/Employer register digital signature.php
https://employerclaims.epfoservices.in/claim popup attest.php
https://employerclaims.epfoservices.in/claim popup verification.php

| &> Exception Site List e
Applications launched from the sites isted befow will be alowed to run after the appropriate security
prompts.

Locaton
[ 'l pttocffaww.examole. com ]

‘Je FILE and HTTP protocois are considered a seanty risk.
We recommend using HTTPS sites where avallabie,

Exception Site List

applications launched from the sites listed below will be allowed to run after the appropriate security
prompks.

Location

hittps: [femploverclaims, epFoservices. infEmplover_reqister_digital_signature, php
https: )} femployverclaims. epfoservices.infclaim_popup_attest, php
“hy http:femployerclaimstest. epfoservices.infclaim_popup_verification.php

"’T_h_ FILE and HTTP protocals are considered a security risk,
\We recommend using HTTPS sites where available,

e Click OK to save the URL that you entered.
e Click Continue on the Security Warning dialog.

Edita URL

o Double click the URL that you want to edit in the Exception Site List window.
e Make change to the URL.
e Click OK to save the changes.


https://employerclaims.epfoservices.in/Employer_register_digital_signature.php
https://employerclaims.epfoservices.in/claim_popup_attest.php
https://employerclaims.epfoservices.in/claim_popup_verification.php

